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A recent criminal case in Michigan, affirmed on ap-
peal, has provided a useful case study into some of the

adverse consequences that result when employers un-

derestimate the potential damage that can be done to
the company’s assets by an employee who has been

terminated.  This Client Alert reviews the factual situa-

tion presented in that case and offers suggestions that
companies may wish to evaluate in structuring their

termination processes.

THE CASE OF THE DISGRUNTLED EMPLOYEE
In Michigan v. Schilke, 2005 Mich. App. LEXIS 1079

(May 3, 2005), the Court of Appeals of Michigan con-

sidered an appeal from the criminal conviction of
Valrene Mae Schilke.  Schilke was convicted by a jury

of one count of unauthorized access to a computer,

based upon her conduct at the time of, and following,
her termination of employment by Express Manage-

ment Services (“EMS”).  In her job at EMS as a “tech-

nical analyst,” Schilke had administrative access to
the EMS computer network as well as the “administra-

tor password” for the system.  This password served as

a “master key” to the network, allowing complete, un-
fettered access to add or delete files or users or revoke

user access privileges.  Schilke also had access from

her home computer, through the creation of a “virtual
private network,” to the EMS network.

While Schilke was at her desk, her supervisor and the

EMS human resources director arrived to notify her
that her employment was being terminated.  While be-

ing told, and despite instructions to stop, Schilke con-

tinued typing on her computer, proclaiming, in ex-
plicit street language, her intent to get even with EMS.

When the supervisors left to get someone to discon-
nect Schilke’s computer, they returned to a barricaded

office.  Only after police were called did the termi-

nated employee leave the premises.  By then, Schilke
had already done a lot of damage.

Following Schilke’s departure, EMS learned that she

had disabled the administrative password—the “mas-
ter key”—thereby making it difficult for EMS to dis-

connect Schilke’s access.  Schilke then accessed the

EMS network remotely from her home.  Ultimately,
EMS literally pulled the plug to disconnect their

server from the remote access that had been estab-

lished, thus rendering them unable to function for over
20 hours. Evidence presented to demonstrate the level

of damage done by Schilke indicates that EMS in-

curred nearly $60,000 in lost revenue and system res-
toration expenses.

The court indicated that Schilke had succeeded in de-

leting all but three of the network user accounts, delet-
ing the event log on the system (which records the ac-

tions taken), changing the designations for computer

disk drives and taking other actions which resulted in
a significant loss of data in the process.  Schilke also

admitted she had physically removed, at the time she

left the premises, physical backup tapes and CDs con-
taining customer loan information.

Schilke was convicted under a Michigan criminal stat-

ute that makes illegal any intentional actions (includ-
ing actions without authorization or in excess of avail-

able authorization) to access or cause access to a com-

puter, computer system or computer network in order
to acquire, alter, damage, delete or destroy property or
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otherwise misuse any computer program, computer,

computer system or computer network (MCL
§752.795(a)).  Her appeal was denied, based on evi-

dence of the expenses incurred by her employer in

loss of business and systems restoration.

RECOMMENDATIONS
In the 21st Century, companies must be aware of the

potential damage that employees can cause through
computer access to the company network. As indi-

cated by Schilke, even employees without executive

responsibilities often lawfully possess the digital tools
with which to cause tremendous harm in a very short

period of time.  Moreover, as described in a Client

Alert we recently published (see USB Drives: Oppor-
tunities and Risks for Employers, March 2005), em-

ployees have technology resources that can make the

duplication and removal of valued data easy to ac-
complish.  Of course, there is a sliding scale of poten-

tial harm to be considered: employees with direct re-

sponsibility for security controls, IT infrastructure, da-
tabase management and similar duties, while vested

with some of the most important responsibilities for

securing the enterprise, must be subject to appropriate,
commensurate controls.

Here are some recommendations for how companies

can improve their management of termination events,
and reduce the risks that such events may produce dis-

ruptions and losses to their operations:

Companies should express in employment manuals
and other suitable locations (including online sign-on

screens) the ownership rights of the employer with re-

gard to the computing systems made available and ob-
tain the employee’s written or electronic

acknowledgement that their use of those systems is

subject to the employer’s policies.

A company’s electronic communications policy

should expressly reserve to the employer the right to

monitor an employee’s use of the communications
systems in accordance with applicable law.

Companies should explicitly state that employees

have no rights to access or use the employer’s comput-
ing systems at any time before or after their employ-

ment.  Companies that permit personal use of their

computers should address in their employment manu-
als what policies, if any, exist for allowing employees

access to computer-based records of a personal nature

(such as rolodex entries) following termination of em-
ployment.

In the event an employee is to be terminated, compa-

nies should include in their termination process an oc-
casion—prior to giving the employee notice—to

evaluate the impact of the termination on computing

operations and the level of risk that is associated with
the subject employee. Planning is an essential strategy

for minimizing events similar to those accomplished

by Schilke.

While an employee is in a termination meeting (or per-

haps the previous night, provided termination will oc-

cur first thing the next morning), employers should be
prepared to terminate computer access, computer ac-

counts, passwords, remote access privileges and simi-

lar functions. Security badges and other access devices
can be deactivated during the termination meeting, as

appropriate.  If employment is to continue for a set pe-

riod, IT security personnel can then make adjustments
to suitably protect any corporate information or com-

puting functions.

In any termination situation, the termination meeting
should be held in a location different from the loca-

tion at which the employee performs his or her work.

Additional management personnel should be aware
that a termination meeting is occurring and available

to intervene if required; of course, if the circumstances

suggest the need for greater security, arrangements for
security personnel can be considered. As the Schilke

case illustrates, a lot of damage can be rendered to

data and systems in a very short period of time while
security personnel are sought.  But a conspicuous or

public display of security can also provide the basis

for an employee to claim harassment, false arrest or
slander by actions.

When employees are provided with keys, laptops or

other mobile devices, their continued use of those as-
sets should be suspended. Companies may wish to ex-

pressly require that any final termination payment be

conditioned upon the return in satisfactory condition
of all company resources; however, to be imple-

mented, that approach requires careful legal review.  In

some states, payroll setoffs are not allowed.  For ex-
ample, in California, it is unlawful to withhold any

pay from an employee pending return of property;
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rules require an employee to be given their final pay-

check at the time and place of termination, including
all accrued earned vacation, as well as wages earned

through the last day of employment. See Cal. Labor

Code §201.

When employees are being considered for termina-

tion, companies will often elect to review and access

the employee’s electronic mail to determine whether
their communications records provide further cause

for termination.  Companies should use care in doing

so, particularly if the business has not previously
adopted policies that establish the company’s right of

access to those records.  At the Federal level, the Elec-

tronic Communications Privacy Act, 18 U.S.C.
§§2510, et seq., prohibits certain types of active moni-

toring, but generally permits the review of employee

e-mail records after they have been transmitted and
stored.  See Fraser v. Nationwide Mut. Ins. Co., 352

F.3d 107 (3d Cir. 2003) (that type of surveillance and

monitoring must be properly engineered in order to
avoid potential difficulties that could disrupt the

planned termination). But in some jurisdictions, nota-

bly Delaware, employers are required to provide writ-
ten prior notice of any monitoring or interception of

telephone, Internet or e-mail use (see 19 Del. Code

Ann. §705).

Taking steps such as those suggested above can sig-

nificantly reduce the chance that a terminated em-

ployee will be able to cause any harm to the company
or its computers.
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